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Revision History

The Revision History table below provides a record of all revisions made to this
document throughout its life cycle. Updates are tracked by date the revisions
were made, the version number, a brief description of the changes made and
reason, as well as the name of the reviser and the approver.

Effective Version Change. Created/Revised | Reviewed | Approved
Description/
Date # Reason by by by

08/12/2024 2.0 Sightview Lora Woltz Lora Lora Woltz
Revision Woltz

02/09/2024 1.1 Update Lora Woltz Lora Lora Woltz
format Woltz

1. Nofice

This notice is fo attest that the myCare Portal Version 4.0 is certified to criterion:

170.315 (g)(7): Application Access - Patient Selection; and,
170.315 (g)(?) Application Access — All Data Request

and as such ensures that its users are provided the means by which to enable the
APl functionality such that any application chosen by their patient would enable
the patient to access their individual health information, provided the application
is configured to meet the technical specification of the API.

The Patient Access API functionality is available to patients having access to the
myCare Portal Version 4.0 via Sightview Software, LLC CEHRT.

2. Terms and Conditions of Use

This section discusses the terms and conditions of using the Patient Access API.

The Patient Access API documentation, access link, and materials have been
made available to developers for development and testing. The documentation
and materials are provided to developers as-is with no other warranties expressed
or implied. Developers may use the Materials with adherence to the below terms
and conditions:
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1. Use of Patient Access APl and access to the material it contains is subject
to the following Legal Terms and Conditions as well as to applicable laws.
Your access to and browsing of this Web APl constitutes your full
acceptance of these Legal Terms and Conditions. We reserve the right, at
our sole discretion, to update or revise these Legal Terms and Conditions
periodically for changes. Your contfinued use of this site following the
posting of any changes to the Legal Terms and Conditions constitutes
acceptance of those changes.

2. Developers are responsible for maintaining the confidentiality of your login
information and are fully responsible for all activities that occur under your
password or user name. You agree (a) to immediately notify your Sightview
Software, LLC CEHRT support team of any unauthorized use of your
password or user name or any other breach of security, and (b) to ensure
that you exit from your account at the end of each session.

3. Client applications using the service for APl calls require an identifier to
connect. Client identifier creation can be accomplished by vendors, in the
case of patient-facing applications, or organizations, in the case of
provider-facing applications.

4. Applications must not contain any malware, malicious or harmful code,
program, or other internal component (e.g.. computer viruses, Trojan
horses, “backdoors”) which could damage, destroy, or adversely affect the
Patient Access APl Platform, services, or other software, firmware,
hardware, data, systems, services, or networks.

For Developers

This guide is written for third party developers, including patients, who are
developing software applications for accessing Protected Health Information
(PHI) based on this documentation of a Patient Access API. This documentation
allows applications to query a public-facing APl enabled by a data holder.

Patient application access can be performed using a Patient username,
password, and Sightview Software, LLC Account Number. The end user should
obtain these credentials directly from the Patient. The Access information needs
to be sent to body parameter in Json format specified here:
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Eve Reach Patients APl Reference - Eye Reach Patients API

CCDA Creation APl usage

[s] - O X

:: Log in to your account ::

Please activate device first !

Account Number: “ ‘

Usemame: |

Password: |

Login

For this page we need to enter the Portal Account Number And username and
passwords are provided by the admin. For this we are calling:

URL Post: https://mobileapi.mycaresuite.com/api/ActivateDevice

Body: {
"AccountUrIName": "1",
"DeviceName": "iPad mini",
"Username"; "*****" _ Provided by administrator
"Password"; " Provided by administrator

"DeviceKey": "}
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o] - O X

:: Log in to your account ::

Please enter patient credentials !

Patient usemame | JonesMyra97006 |

Patient password ’ ”””” | |

Login

This is the window that will be opened after the activation of the device. This is
patient credentials we need to pass for the desired patient.

The API for this is:
URL Post: https://mobileapi.mycaresuvite.com/token

Body: grant_type:password
username:******. Patients username
password:******: pgtients password

scope:app_type:kiosk device_key:<a4bf8d3a-e28a-4deb-8434-791a16a3f32b>

CCDA Search
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:: CCDA Search ::

Component Al >

Dot e o

Patient Id First Name Last Name Location Doctor Uploaded(UTC) Type Download

Enter the select datfe range.

o)} - O X
:: CCDA Search ::

Component |M "’l

Date Range E/03/2016 [EF~ To 09/02/2024 @~

After the search is completed, the user may download the CCDA for the patient.
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CCDA Example using test patient

This is downloaded CCDA file in html, the location will be C:\ccdafile as .html file

APls used in the Application

API DEVELOPER REFERENCE Eye Reach Patients APl Reference - Eye Reach Patients
API

1. Device Activation
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POST *  hitps//mobileapl.mycaresulte com/apl/ActivateDevice

farm-data

KEY VALUE
ntURLName
viceN,
UserName
Body &
Pretty Raw Visualize JSON ]
1 il
2 “AccountlirlName”: “rcperpproductientest”,
3 ip i
b
2. Tok '
. Token Generation
POST ¥ https://mobileapi.mycaresuite.com/token
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE
username JonesMyra97006@rcperpproductiontest
Password 12345678
grant_type password
scope app_typekiosk device_key:1e32bd46-b76c-488c-9¢23-6d9b1...

Body Cookies Headers (10) TestResults

Pretty Raw Preview Visualize JSON ~
1 {
2 “access_token":

DESCRIPTION

@ status: 200 0K

ies Code

***  BulkEdit

Time: 155ms  Size: 1.63 KB Save Response ¥

mQ

"dD@AFbrS]ZFadEH5kDhZ7uy zWAtP1aViwmaWIFbEyXOWsnpDTAGFBK - AWRBAWy kgKJBDXdVyx4dg7At5S0bRI91wRVAEA0yMbIL §XSx10guRx@qHAKXTANGMAHKgNUTjtIYFS8xW_Xzk CA7pX-Gt_
JIxkpldJoZChAZpZZvMDXoXoop-kVOF6vKvypqs@1MIIehiv-xU702g5gVWETPNsUGVFWyvnhC Jf4z-VHIFt 1HxVbPill WA8inB@JA45AsV CIbJzalXoNsdh2BX3ipBt5qeThTj_DHz73L19a9-VwOtE
503cBuvTY8elfr7RPrupvgd FYwQXeBb015SGk42CMBQv5z11F5eFj-AWLDZvRtZvidYqChHs57YeEouxEOm3j81B01aPYQ7wlIcyeAmYtqIPFlc - zGMBF jB@wbkz TWTyor2 TglWF6x7n8tIRH3cFOU-I
ResdkKhAMoDfCQGulgIXCxZbMQPB1ckZB-JIDE23ufPGiPThQS7balWFZGy0SPLkYNWXIEteud7ChlqCGZQzMYbvPnOQBdPIp5qVINiSMnjviibZ 3Wa3nbuo5kF1DZ0jIDXuBbGvwDQ-J7A19DARFIAY
UwiSuMU-ebrYVnhf6rQLIZXFN-12mwNHPHtYpVIdvqBz97rAgicxAcqik3VRe2UCbINCcHIFWalprOTBWwWOBSH18sC -a37WMI27kVkG]1 -c9Belf1htYRiKBbyEzSchGpz jlgbMt_4RsIv5ASWSQXus5p
J_BFX5howTZXTEDyKixSvR1Ivf-LCmGLAQvaP-r56bSB87myLRLObOyril-jHb7bUE1d5PbULNG-uT1BDgd0G9fOVzwBs23T123Hs zL plupGl@] - 4FvrsnFk08VbITgKaQ6A140yhQkivuiilrYk@IGE
M2-21esg03xulbkyvgpZ1G8Vtqq7oUatcWLWOhQOFf5wygFxSdAS305nToiwbN3T9_w0IpFokolgKbeY8tmOMiBTSD2IBCgH25Nzs1nxxplzgHNMoa7Bt_GrxUCbjR3G5IBAub2i0FA PTOxGz83cyw
vANxhulrpfIr6CI9WPSYxTa3DFFUOSIGNLCbXNUMK-_6vFH_CridzgCzSXwR_L7020-KKYAAEAUQBhHWaSVWiKt-E1TRitpTpDIgkh8BLucDAGnTeK8F FRWGGYHK8hVG11Q5g0Toor3nZxplX_zyL]

3. List of CCDAs ID Searched

ehRsdUP29NZaD6QglWudhpeSeYuUriMhytvTy MKaHD5cA0X6YNENCXSvHXcOUWHMYEg] 1b9brnrVeilbPSW7soxTIsde@m501c5- na2SgeVBVXSgQk™,

hitps://mobileapi.mycaresuvite.com/api/PatientAccessHealthSummaries/search
?enteredOperator=6&entered1=2016-03-02&entered2=2024-02-

09&doctorld=&type=All&page=1&itemsPerPage=10
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GET ¥  https://mobileapi.mycaresuite.com/api/PatientAccessHealthSummaries/search?enteredOperator=6&entered1=2016-03-02&entered2=202: m

Params @ Authorization @ Headers (8) Body Pre-request Script Tests Settings 4

TYPE @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment, w

Bearer Token . recommend using variables. Learn more about variables

The authorization header will be automatically )
generated when you send the request. Learn Token dDOAFbrSJZFadEHS5kDhZ7uyzW4tP 1aViwmaWIfbEyXOWsnpDTAGFBK-AWRBAWY
more about authorization

Body Cookies Headers (6) TestResults f?@ Status: 200 0K Time: 33ms  Size: 680 B Save

Pretty Raw Preview Visualize JSON 5
1

2 "Totalltems": 1,

3 "ItemsPerPage": 16,

4 "CurrentPage": 1,

5 "TotalPages": 1,

6 "FirstRowOnPage™”: 1,

7 "LastRowOnPage™: 1,

8 "Rows": [

9 {

10 "Id": "86abc@b5-51lce-4aeb-8114-54feld927ede”,
11 "CDAContent™: null,

4. Downloading CCDA by cdald

https://mobileapi.mycaresuite.com/api/PatientAccessHealthSummariesecdald=
86abcOb5-51ce-4aeb6-8114-54fe1d927e4e&cdaSubSection=All&download=False

GET ¥ | - https://mobileapi.mycaresuite.com/api/PatientAccessHealthSummaries?cdald=86abc0b5-51ce-4ae6-8114-54fe1d927e4e&cdaSubSection m Save ~
Params @ Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies Cod
® none form-data x-www-form-urlencoded raw binary GraphQL
This a

Body Cookies Headers (6) TestResults % status: 2000k Time: 79ms  Size: 49.59 KB Save Response *
Pretty Raw Preview Visualize JSON = 5 mQ
1 f r
2 "Id": "86abc@b5-51lce-4ae6-8114-54feld927ede”,
3 “CDAContent”: "<2xml-stylesheet type=\"text/xsl\" href=\"CDA.xs1\"?><ClinicalDocument xmlns=\"urn:hl7-org:v3\" xmlns:xsi=\"http://www.w3.org/2001/

XMLSchema-instance\" xmlns:voc=\"urn:hl7-org:v3/voc\"” xmlns:sdtc=\"urn:hl7-org:sdtc\"><realmCode code=\"US\" /><typeld extension= '0CD_HD@eaa4a\ "
root=4"2.16.840.1.113883.1.3\" /»<!-- CCD template ID--><templateld root=\"2.16.840.1.113883.10.208.22.1.1\" extension=\"2815-@8-01\" /><templateld
root=4"2,16.840.1.113883.10.20.22.1.1\" /><!-- Globally unique identifier for the document --><id extension=\"TT988\" root=\"ClinicalDecumentGUID\" /
»<code code=\"34133-9\" displayName=\"Health Summary\" codeSystem=\"2.16.84@.1.113883.6.1\" codeSystemMame=\"LOINC\" /»><!-- Title of this document
--><¢title>Health Summary</titles<effectiveTime value=\"20171287154815\" /»<confidentialityCode cod “N\" displayhame=\"normal\" codeSystem=\"2.16.84@.
1.113883.5.25\" codeSystemiame=%"Confidentiality\" /><languageCode code=\"en\" /><setld extension=\"sTT988\" root=\"2.16.840.1.113883.19.5.99999.19\" /
»<l-- Version of this document --»<versionNumber value=\"1\" /»><recordTarget><patientRole><id extension=\"28Y" root=\"2.16.840.1.113883.4.1\" /><addr
use=\"HP\"><streetAddressLine>1357 Amber Drive</streetAddressline><city>Beaverton</city><state>OR</state><postalCode>97086</postalCode><country>US</
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Application Location: To run the application hit Login.exe (Highlighted in Yellow)

(C) » myCarePortal CCDAGenerateApp

Name - Date modified
Logs 2/9/2024 8:04 PM
;;L'ﬁl CDA 2/8/2024 9:26 PM
Login 2/9/2024 6:46 PM
_$ Login.exe 2/9/2024 5:22 PM
O Login.pdb 2/9/2024 6:46 PM

Login.vshost
=2 Login.vshost.exe

2/8/2024 10:34 AM
2/8/2024 10:34 AM
D Login.vshost.exe.manifest 2/8/2024 10:34 AM
NewtonsoftJson.dll 2/8/2024 10:34 AM
2 Newtonsoft.Json 2/8/2024 10:34 AM
System.Net.Http.Formatting.dll 5/7/2013 10:39 PM

£ System.Net.Http.Formatting 10/2/2013 3:37 AM

CCDA Download file location:
H(C) » ccdafile

Mame

@ Ccda_86abcOb5-51ce-4ae6-8114-54fe1d927e4e20240209 073612
@ Ccda_86abc0b5-51ce-4aeb-8114-54fe1d927e4e20240209 073957

End of Document
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Type

File folder

XSLT Stylesheet
Application

XML Configuration...
Program Debug D...
Application

XML Configuration...
MANMIFEST File
Application extens...
XML Document
Application extens...

XML Document

Date modified

2/9/2024 7:36 PM
2/9/2024 7:39 PM

Size

93 KB
100 KB
2 KB
62 KB
24 KB
1KB
1KB
649 KB
669 KB
165 KB
135 KB

Type

Chrome HTML Do...
Chrome HTML Do...

Size

11 KB
11 KB
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